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CROWD-SOURCED INTELLIGENCE

Sociologists have been studying the effects of 
social media on society and have coined the term 
“self surveillance” or “participatory surveillance” 
to encapsulate a widely-observed phenomenon:

For many people, the desire to promote their 
“personal brand” is greater than their desire 
for privacy.

Self-surveillance dominates the social habits of 
younger generations of “Digital Natives.” 
However, increasingly older generations are the 
most notable content posters.
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THREE PILLARS OF OSINT
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CHRONOLOGIC    
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IDENTITY RESOLUTION CASE STUDY

• 28 year-old trucker claimed a workers’ 
compensation injury due to an alleged 
cumulative back injury.

• The subject was found to have an active 
lifestyle on social media.

• An Instagram account was located via a cell 
number and featured dozens of videos posted 
by the subject featuring him engaging in 
skydiving after the date of loss.
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THE PROCESS OF 
IDENTITY RESOLUTION
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THE PROCESS OF 
GEOGRAPHIC RESOLUTION
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Geographic Resolution – OSINT>HUMINT
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Geographic Resolution – OSINT>HUMINT
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GEOINT CASE 
EXAMPLE:

EVIDENCE 
COLLECTION & 
WITNESS 
IDENTIFICATION
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OBTAINING CCTV IN THE PRIVATE SECTOROBTAINING CCTV IN THE PRIVATE SECTOR



Imagery & 
Video 

Enhancement
Extracting & enhancing intel from 

degraded content
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Image Enhancement: Motion Deblurring
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Image Enhancement: Optical Deblurring
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Image Enhancement: Correct Perspective
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Video Enhancement: Frame Averaging
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Video Enhancement: Fisheye Correction
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The Magic Bullet?

Original Enhanced

11 pixels
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D U E  D I L I G E N C E

“A competent attorney needs to recognize 

the potential treasure trove of relevant 

information that mobile digital devices 

contain and to take steps to specifically 

request discovery of mobile devices and to 

preserve the digital information that is 

stored on them.” – ABA, 2016
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S C O P E
Mobile Phone Capabilities:

• Device state (face-up/face-down)

• Text logs

• Call logs

• App data

• Location data

• Health data

• Photo/Video metadata

• Private chat data

• Deleted Data



P R O C E S S

D E V I C E  R E C E I V E D

Smaller devices are often 

shipped to UpStream using 

chain-of-custody measures. 

On-site examination is 

available for larger projects.

D ATA  I M A G I N G

All data stored on the 

device is retrieved and 

stored electronically for 

analysis using industry-

standard technology.

D E V I C E  R E T U R N E D

As soon as the data 

retrieval is complete and 

checked for accuracy, the 

device is returned to the 

client/owner.

D ATA  A N A LY S I S

Captured data is analyzed 

and report compiled that 

directly identifies the goals 

of the investigation and 

results.

REP ORTING

Case-relevant data is 

identified and included 

in a written report to 

clearly summarizes the 

most notable 

investigative findings.
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CASE STUDIES
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M O B I L E  P H O N E

• Background:  Subject  
a l legedly  contracted COVID-
19 at  work .  We were  asked to  
invest igate h is  phone to  t race 
h is  movements and  act iv i t ies  
leading  up  to  h is  d iagnosis .

• Forensics  revealed emai ls  
suggest ing involvement  in  
community  soc ia l  events,  and  
GPS data  p laced the  dev ice 
near  addresses  assoc iated 
with  these events .
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M O B I L E P H O N E

• Background:  Subject  
dr iv ing a  commercia l  
t ruck  ran a  stop s ign ,  
in jur ing  a  young  woman 
in  another  veh ic le.

• Forensics  revealed that  at  
the  t ime of  the inc ident,  
the  sub ject ’s  cel l  phone 
was  p lay ing  a  cont inuous 
stream of  SnapChat
v ideos ,  many of  wh ich  
conta ined adult  content .

The accident occurred at 11:30am
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I N T E R N E T  O F  T H I N G S

• Background:  the  p la int i f f  was 
involved in  a  motor vehic le  
co l l i s ion  and c la imed th at  their  
s leep and act ive  l i festy le  were 
adverse ly  affected. Dur ing 
onl ine  research,  UpStream 
noted the p la int i f f  regular ly  
wore a  F i tBi t ,  and af ter  a  
subpoena was  sent  to  the 
company,  the  data  revealed 
informat ion contradictory  to  
the p la int i ff ’s  c la ims.
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S U M M A R Y
A competent attorney must recognize when data collected 

from mobile devices, computers, and IoT may be useful to 

their case.

Sample interrogatories are available, as well as a one-page 

explainer that can be used in court to obtain a subpoena.

Questions can be directed to DigiStream or UpStream and one 

of our technical experts can guide you through the process.
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Device 
Location 
Forensics

Utilizing signal datasets to locate witnesses
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Tripadvisor
Sacramento events

Rate your ride 
with Amy!

Sorry! Sports betting is 
not allowed in California!



Data Collected

Geolocation data in order to 
locate nearby events and 
venues.

Geolocation data to locate 
nearby drivers, track ride, 
confirm drop off.

Geolocation data to confirm 
proximity to venue.

Geolocation data to confirm 
service eligibility.

Device
037F85EF-2PHC-39D5-
A066-7D6UAC1EB308
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Witness Location

With a known location and time of 
incident, anonymized devices can 
be harvested within the area of 
interest

Once devices are harvested within 
the location, time filters can be 
applied to drill down even further

If a device is identified within the 
area of interest, and was present in 
the appropriate timeframe, analysis 
of the device’s location history can 
be utilized to locate possible 
residences to deanonymize the 
device’s owner.

Device present during 
time of interest

Device recorded at residential location 
at night on consecutive days
Current Property Owner: Joe Public
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SIGHTING 
REPORTS
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VEHICLE SIGHTING REPORTS

What are VSRs?

• ALPR-generated list of locations, dates and times associated with specific vehicle
sightings. 220 million records are added to the dataset monthly.

What are some investigative triggers?

• Surveillance confirms the subject or their vehicles not present at residence
• Background records uncover multiple addresses within a year
• Suspicion of outside or irregular employment
• Unpredictable patterns of activity
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VEHICLE SIGHTING REPORTS
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Vehicle Sighting Analytics – Case StudyVehicle Sighting Analytics – Case Study
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Vehicle Sighting AnalyticsVehicle Sighting Analytics
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Vehicle Sighting AnalyticsVehicle Sighting Analytics
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ADVANCED SURVEILLANCE

Conducting better surveillance on fewer people 
creates a healthy industry dynamic

• Use of remote cameras mitigates the subject’s 
suspicion in and around their residence

HUMINT



Rec



THANK YOU 
FOR YOUR KIND ATTENTION

Questions?

Ryan Johnson 
Senior Partner

DigiStream Investigations
UpStream Intelligence

www.digistream.com
www.upstream-intelligence.com


