


Elements of An Investigation: 
Geotags, Hashtags, and Everything In Between



Traditional Investigations

PERSON VIA PC

LOCATION/INCIDENT VIA PC

PERSON VIA PERSON

LOCATION/INCIDENT VIA PERSON
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A sound Investigative Infrastructure begins with data providers capable 
of supplying publicly available information on subjects of interest. 

Data: Information Gathering

CRIMINAL CIVILPROPERTY



Criminal Records:



FINANCIAL DISTRESS
• Bankruptcy Records
• Liens & Judgments
• Foreclosure Records

OUTSIDE/CONCURRENT EMPLOYMENT
• Work/Business Affiliations
• Professional Licenses
• Business Registered at Subject’s Address
• UCC Filings

LITIGATION HISTORY
• Lawsuits
• Dockets

ADDITIONAL INFORMATION
• Relatives/Associates
• Phone Numbers
• Email Addresses
• Driving Record
• Recreational Licenses

Civil Records:



Civil Records:



CONTACT RECORDS (email, phone) 

CIVIL RECORDS

CRIMINAL RECORDS

PROPERTY RECORDS
RECREATIONAL / BUSINESS LICENSES

Data

(GEO)SOCIAL MEDIA

FINANCIAL DISTRESS, 
OUTSIDE EMPLOYMENT,
LITIGATION HISTORY

HUMAN INTELLIGENCE

LIFESTYLE, HABITS & ROUTINES
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Methodology: Information Confirmation

IDENTITY RESOLUTION:
• “Am I filming the correct person?”
• “Are these the correct background records?”
• “Is this the correct Twitter account?”
• “Who is ‘unicorn20’ on Twitter in real life?”

GEOGRAPHIC RESOLUTION:
• “Is this the correct location for surveillance set-up?”
• “Where was this photo really taken?”

CHRONOLOGICAL RESOLUTION:
• “When will my subject most likely be active 

for surveillance?”
• “When was this photo really taken?”



Identity Resolution: Surveillance



?
HOLLY SMITH

Identity Resolution: Desktop Investigation



Identity Resolution: Geosocial Investigation



DATABASE RECORDS

Identity Resolution: Geosocial Invesitgation



Geographic Resolution: Surveillance



Geographic Resolution: Surveillance



Geographic Resolution: Surveillance



Geographic Resolution: Desktop Investigation 



Geographic Resolution: Desktop Investigation 



Chronological Resolution: Surveillance



CAPTURE DATE vs POST DATE

Chronological Resolution: Desktop Investigation



Chronological Resolution: Desktop Investigation 



Chronological Resolution: Geosocial Investigation 
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Preservation



Metadata

What is Metadata?

• The term metadata was first used to describe the information found in card
catalogs of libraries.

• Essentially, it is “data about data”. In the context of social media evidence,
it is the digital thumbprint verifying when the content was posted, from
where, from whose account, and that it is original and unaltered.

• From an evidentiary standpoint, it is the best way to establish social media
content and ensure it holds up in court.



Authentication (Metadata)



Elements of an Investigation

TECHNOLOGY FAMILYDATA FAMILY METHODOLOGY FAMILY



All-Source Exchange



Automated Collection



Automated Collection



Facts On Outgoing Facebook Content:

On an Average Day…

26% “Like” another user’s content

Automated Collection

20% comment on another user’s photos

22% comment on another’s post or status



Automated Analysis



Recorded Statement + CCTV Retrieval

OPERATIONS SUMMIT 2017





THANK YOU
ANY QUESTIONS?


