Cyberliability

Questions for your IT Department

o0 Do you have up to date Anti-Virus monitoring and removal software? Is it updated frequently via a
subscription service?

o Do you have an Acceptable Use Policy for equipment? (Workstations and mobile devices) What policies

are in place for those who break the policy?

Do you implement multi-factor authentication? Password, Stored credentials, passcodes, certificates?

0 Do your users practice safe data practices in accordance with your company Safety Policy? ie. Do your

users have strong, frequently changed passwords that they do not give out?, Are mobile devices not

only passcode protected but also encrypted and not left at risk of theft?

Should you get Cyber Liability Insurance in case of a breach?

Have you had a PEN (Penetration) Test performed on your network?

Do you utilize Data Breach Detection Software?

How are you keeping track of your devices? MDM, lo-jack, Undercover

Are your users who deal with protected information trained on the laws and rules?
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